KOMIIbIOTEPHBIE BIIPYCBI

KomMnbloTepHbI BUPYC — 3TO Pa3HOBMOHOCTb KOMIMbIOTEPHBIX NPOrPaMM, OTINYNTENbHOW
0COBEHHOCTLIO KOTOPOV SIBNSIETCS CMOCOBHOCTL K pa3MHOXEHUI0. B ononHeHne k aTomy,
BMPYCbl MOTYT NOBPEAUTb MIN NMOSTHOCTLI0 YHUYTOXMTL BCe dhainbl U AaHHbIe,
NOAKOHTPOSIbHbIE NOMb30BaTEN, OT UMEHU KOTOPOro ObiNna 3anyLueHa 3apaXeHHas
nporpamma, a Takxke NoBpeanUTb UM AaXKe YHUUYTOXUTb ONepaLyoHHYH CUCTEMY CO BCEMU
darinamu B Lenom. B 6onblUMHCTBE CryYyaeB pacrnpoCTPaHSItOTCS BUPYChl Yepe3 UHTEPHET.

MeToabl 3aWmnTbl OT BPEAOHOCHbLIX NPOrpamMm:

1. Ncnonb3yn coBpeMeHHbIe onepaluoHHbIe CUCTEMBI , UMEIOLLME CEPbESHbLIN
YPOBEHb 3alUTbl OT BPEAOHOCHbIX NPOrpamm.

2. TloCcTosHHO ycTaHaBnMBam naTtyum (U1posble 3annaTkn, KOTOpble aBTOMaTUYECKN
yCTaHaBNMBAKOTCS C LieNbko AopabTku nporpammel) n gpyrme o6HOBMEHNSA CBOEN
onepaumoHHoM cucteMbl. CkavmBam UX TONbKO C ohmumnanbHOro canta
paspabotymka OC. Ecnu cywiectByeT pexnm aBToMatn4eckoro o6HoBneHus,
BKITHOYM €r0.

3. Pabortai Ha cBOeM KOMMbOTEPE MO NpaBaMy NOfib3oBaTens ,

a He agMUHUCTpaTopa. ATO He NO3BONUT BONBbLUNMHCTBY BPELOHOCHbIX NporpamMm
MHCTanNnMpoBaTbCA Ha TBOEM MEPCOHaNIbHOM KOMMNbIOTEPE.

4. Wcnonb3yn aHTUBUPYCHbIE NPOrpamMMHbie NPOAYKTbI N3BECTHbIX

npousBoanTenen, ¢ aBTomaTnyeckum obHoBneHem 6as.

OrpaHunyb OM3N4EeCKMIn JOCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL.

Vicnonb3yn BHELLHME HOCUTENW MHAOPMaLMK, Takue Kak doneLuka, AUCK unu camn

N3 MHTEPHETA, TONbKO N3NPOBEPEHHbIX NCTOYHUKOB .

7. He oTKpbiBah KOMNbIOTEPHbIE hanbl , NOJTYYEHHbIE N3 HEHAOEXHbIX
NCTOYHMKOB. [laxke Te dpanrbl, KOTOpble Npucnan TBOW 3HaKoMbIW. Jlyylle yTouHu
y Hero, oTnpasnsAn nun oH Tebe ux.
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CETU WI-FI

Wi-Fi — 3To He BMA nepegaydn gaHHbIX, HE TEXHOMOIMS, a BCEro nuilb bpeHa, mapka. Ewwe
B 1991 rogy Huaepnangckas komnaHus 3apernctpuposana 6peHg « WECAy, uto o6o3Havano
cnosocoyeTaHne «Wireless Fidelity», koTopbln nepeBoanTcs Kak «becnpoBogHas TOYHOCTbY.

[lo Hallero BpeMeHu goluna gpyrasi abbpesuatypa, KoTopasi ABNsSieTCs TakoW e TEXHOSOIrMeN.
9710 abbpeBunatypa «Wi-Fi». Takoe Ha3BaHMe ObifO AaHO C HAMEKOM Ha CTaHOapT BbICLUNIA
3BykoBow TexHukn Hi-Fi, 4To B nepeBoge o3HavaeT «BblCOKas TOYHOCTbY.

[a, 6ecnnaTtHbIi MHTEPHET-A40CTYN B Kadhe, OTENAX M asponopTax ABNAeTCa OTSIMYHOMN
BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOMMe akcnepTbl cHMTaloT, 4To obwenoctynHble Wi-Fi
ceTun He aBnsaTcs 6e3onacHbIMM.

CoBeTbl o 6e3onacHocTn paboTe B 06wwenocTynHbix ceTax Wi-fi:

1. He nepepaBai cBOW NU4YHY MHhopmauuto yepes obwenoctynHole Wi-Fi cetu.
PaboTas B HUX, xxenaTernbHO He BBOAWUTb NAponun AOCTyna, NOrMHbI U Kakne-To
HoMepa.

2. Wcnonb3yn n 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl 1 6paHamayep. Tem cambim
Tbl 06e3onacub cebsi OT 3akaykm BUpyca Ha TBOE YCTPONCTBO.

3. [Mpu ucnonbsosaHum Wi-Fi oTknroum cpyHkumio «O0LWmin aocTyn K pannam
M npuHTepamy». [laHHasa PyHKUMA 3akpbiTa MO YMONYaHUI0, OOHAKO HEKOTOPbIE
nonb30oBaTenu akTMBUPYOT eé ANng yaobcTea ncnonb3oBaHns B pabote unu yyebe.

4. He ncnonb3yun nyonuuHbin WI-FI ans nepegayn nu4HbIX AaHHbIX, HAaNpumep Ans
BbIXOJa B coLMarnbHble CETU UMW B SNEKTPOHHYIO NOYTY.



5. WMnonb3yi TonbKo 3awuweHHoe coeamHeHune vyepe3 HTTPS, a He HTTP, T. e.
npu Habope Beb6-agpeca BBOAN MMEHHO «https://«.

6. B mobunbHoMm TenedoHe oTknroum cpyHkumio «llogkntouenne Kk Wi-Fi
aBToMaTtmyeckn». He gonyckam aBToMaTU4ECKOro NOAKIMYEHNST YCTPOMCTBA
k cetam Wi-Fi 6e3 TBoero cornacus.

COLIMAJIBHBIE CETU

CoumanbHble CeT akTUBHO BXOAAT B HALLY XXM3Hb, MHOTMeE Nntogm paboTatoT 1 XKMBYT Tam
NOCTOSAHHO, a B Facebook yxxe 3apernctpmpoBaH Munnnapn YenoBek, YTo ABnseTca 0gHOM
cebMOW Bcex xutenen nnaHetbl. MHOrMe nonb3oBaTtenn He NOHMMALOT, YTO MHJpopMaL s,
pas3MeLLeHHasa MU B coLMarbHbIX CETSX, MOXET OblTb HanAeHa 1 NCNonb3oBaHa KeM YroHo,
B TOM 4ucrie He obs13aTenbHO ¢ 6narumm HamepeHnsamu.

OcHoBHbIE COBEThI MO 6GE30MACHOCTN B COLMArIbHbIX CETSAX:

1. OrpaHuyb CNUCOK Apy3en . Y Tebd B Apy3bsiX HE JOIMKHO ObITb CryvanHbIX
N HE3HAKOMBbIX TIOAEN.

2. 3awmuwan cBOK YacTHYH XU3Hb . He ykasbiBan naponu, TenedoHsl, agpeca,
AaTy TBOEro pOXAEHUSA U APYrYHO NIMYHY0 MHAOPMaLUUIO. 3n0yMbILLIIEHHUKA MOTYT
MCNonb3oBaTh Aaxke NHPOPMALMIO O TOM, KaK Tbl U TBOM POAMTENM NNaHnpyeTe
NPOBECTUN KaHUKYIbI.

3. 3awmwan cBol penyTauuio — OepXn ee B YACTOTE M 3aaaBan cedbe Bonpoc:
xoTten 6bl Tbl, 4TOOLI ApyrMe nonb3oBaTeny BUAENN, YTO Tbl 3arpyxaellb?
Mogyman, npexge Yem 4YTo-TO onyOnmnKoBaThb, HaNMcaTb U 3arpy3nTb.

4. Ecnu Tbl roBopuLLb C N0AbMU, KOTOPbIX HE 3HaeLlb, He UCNONb3yn CBOe
peanbHOe UMA 1 OPYIrYH0 NIMYHYO MHOPMAaLUK: UMS, MECTO XUTENbLCTBA, MECTO
y4yebbl 1 npoyee.

5. Wsberam pasmelleHunsa potorpaduii B IHTepHeTe, rae Tbl N3obpaxeH
Ha MECTHOCTM, MO KOTOPON MOXXHO ONpeaenvTb TBOe MeCTOMNOJIOXKeHUe .

6. [Mpwn perncTpauumn B coumanbHOM CeTU HEOBXOAMMO UCMONb30BaTh CIOXHbIe
naponu , coctosme ns 6yks 1 LUQP 1 C KONNYECTBOM 3HAKOB HE MeHee 8.

7. [ns coumanbHOWM ceTu, NoYTbl U APYrMx cauToB HEOOXOAMMO
ncnonb3oBaTb pa3Hble naponu . Torga ecnun 1ebsa B3nomatorT,

TO 31I0YMbILUNEHHMKIX NOfy4aT A4OCTYN TONMbKO K O4HOMY MECTY, a He BO BCe cpaay.

SJIEKTPOHHLBIE JEHBI'U

ONEeKTPOHHbIE OEeHbIM — 3TO OYeHb YAOOHbIN CNOCOD NnaTexen, 0OAHAKO CyLLEeCTBYIOT
MOLLUEHHUKN, KOTOPbIE XOTAT NOSTYYUTb 3TU AEHBIN.

3J'IeKTpOHHbIe OeHblrv noaBuncb coecemMm HeaaBHO M UMEHHO 13-3a 3TOI0 BO MHOIMNX
rocygapcrteax oo CuUxX nop He nponmcaHo npo HMX B 3aKOHax.

B Poccum e oHM (hyHKUMOHMPYIOT M O HUX YXXe NPOMNMCaHo B 3aKOHe, rae UX pasgaenstoT

Ha HECKOJSTbKO BUOOB — @HOHMMHbIE N HE aHOHWMHbIE. Pa3Hunua B TOM, YTO aHOHWMHbIE — 3TO
Te, B KOTOPbIX pa3peLuaeTcsa NnpoBoauTb onepaummn 6e3 ngeHTudukaumm nonb3osaTtens,

a B HEaHOHUMHBbIX MAEHTUdUKaUMM nonb3oBaTens aBnaeTcs oba3aTenbHown.

Takke cnegyeT pasnuyatb ANEKTPOHHbIE PUaTHblE AeHbIM (PaBHbI FOCYAapCTBEHHBIM
BartoTam) 1 3NeKTPOHHbIe HednaTHbIe AeHbMN (He paBHbl FOCYAapCTBEHHbIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEeKTPOHHBIMWU AeHbramu:
1. TMpuBsaxu K c4eTy MOBUNbHLIN TeNnedoH. ATO caMbin YOO0OHbIN 1 BbICTPLIN cNocob

BOCCTAHOBUTb AOCTYN K c4eTy. MNpuBsi3aHHbIN TenedoH NoMoXeT, ecnu 3abyaelub
CBOW NSiaTeXHbI Naponb Unv 3angellb Ha canuT C He3HaKOMOro YCTPOMCTBa.



2. Ucnonb3yn ogHopa3oBble naponu . [locrne nepexoaa Ha YCUNEHHYHO
aBTopusauuio Tebe yxxe He ByaeT yrpoxaTb ONACHOCTb KpaXun nnu nepexsara
NNaTeXxHoro naponsi.

3. Bbibepu cnoxHbIn naponb . [NpecTynHukam OyaeT He NPOCTO yragaTtb COXKHbIN
naponb. HagexHble naponn — 3To Naponu, KOTopble coaepxaT He MeHee 8 3HaKoB
1 BKIOYAKOT B Ce0S CTPOUHbIE M NPONUCHBbIE BYKBbI, LNPbI 1 HECKOMbBKO
CMMBOJOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNUUATENbHbIA 3HaK U T. M.
Hanpumep, StRONg!;.

4. He BBOAM CBOM NUYHbIE AaHHbIe Ha CalTax, KOTOPbIM HE AOBEPSiELUb.

SJIEKTPOHHAA ITOYTA

OneKTPOoHHasA novTa — 3TO TEXHONOMMS 1 NPpeaoCcTaBnsieMble el yCryr no nepechbiske

N NOMYYEHUIO 3NEKTPOHHbIX COOBLLEHNIA, KOTOPbIE pacnpeaenstoTcs B KOMMbIOTEPHON CETH.
OObI4YHO 3MNEKTPOHHbIN NOYTOBLIN ALWLMK BbIFNSAUT criegytowmmM o6pasom:
UMS_norb3oBatena@umsa_aomMeHa. Takke Kpome nepegadmn npocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepegasaTb danrbl.

OcHoBHble coBeTbl No 6e3onacHom paboTe C ANEeKTPOHHON NOYTOMN:

1. Hapgo BbiGpaTh NpaBUNbHbIA MOYTOBbLIM CEPBUC . B MHTEPHETE €CTb OrPOMHbIN
BblGOp HGecnnaTHbIX NOYTOBLIX CEPBMCOB, OQHAKO fyylle A0BEepPATb TEM, KOro
3HaeLllb M KTO NePBbIN B PENTUHTE.

2. He ykasbiBan B NMYHOWM NoyTe NUYHYIO MHAOopMaumo. Hanpumep, nydiue BbibpaTb
«My3blKanbHbI_aHat@" nnmn «pok2013» BMecTo «Temal3d».

3. Vcnonb3yn aByxaTanHyr aBTOpU3auuio . ATO KOrga noMMMO naposist HY>KHO
BBOAMWTbL KOA, NpUCkInaemsi no SMS.

4. BblGepyn cNoXHbIV Naponb . [ns Kakaoro NoYTOBOro SiLLMKA AOJKEH OblTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3rIOMY Maporib.

5. Ecnn ectb BO3MOXHOCTb HanMcaTb CaMOMYy CBOW JIMMHbLIA BOMPOC , UCMOMb3Yi
3Ty BO3MOXHOCTb.

6. KMcnonb3yn HECKOSBLKO MNOYTOBbIX AWMKOB . [epBbIi 415 YacTHOW Nepenmnucku
C agpecatamu, KOTOpbIM Tbl AOBEPSELLb. DTO ANEKTPOHHbIN aapec He Hago
ncnonb3oBaTb NPU perucTpaumm Ha popymax n camTax.

7. He oTkpbiBan channbl 1 Apyrne BROXEHUS B NMCbMax, AaXe eCnun OHW NPULLINIK
OT TBOMX Apy3eN. Jlyylle yTOUHN y HUX, OTMPAaBMANM N1 OHM Tebe 3Tu dhansbl.

8. Tllocne okoH4yaHust paboTbl HA NOYTOBOM CepBUCE Nepes 3aKkpbiTUeM BKNagKu
C CalToM He 3abyab HaxaTb Ha «BbINTU ».

KUBEPBYJIJIMHI WJIN BUPTYAJIbBHOE U3JEBATEJIbCTBO

KnbepObynnuHr — npecnegoBaHne coobLeHnsIMU, cogepalmmMmm ockopbreHms, arpeccuto,
3anyrmBaHue; XynmraHcTeo; coumnansHoe 60MKOTUPOBaHNE C MOMOLLIbIO Pa3fMYHbIX UHTEPHET-
CEpBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnmMHrom:

1. He 6pocamcsa B 6o . Jlyywimn cnocob: nocoBeToBaTbCA Kak cebs BeCTU U, ecnu

HeT TOro, K KOMy MOXHO 06paTUTLCS, TO BHa4ane ycrnokonTbcs. Ecnu Tebl HaYHeLWwb

oTBeYaTb OCKOPONEHNAMN HA OCKOPOMEHNS, TO TOMbKO elle Borblle pasoXxkKeLlb

KOHOITNKT.

YnpaBnsaun csoen knbeppenyTtaumnen.

AHOHMMHOCTbE B ceT MHUMas . CyLLeCTBYHOT cnOCcobbl BbISICHUTL, KTO CTOUT

32 @HOHVMHbIM aKKayHTOM.

4. He cTomT BecTu xynuraHckui obpas BUpTyarbHOW Xn3Hu. IHTepHeT ukcupyeT
BCE TBOW OENCTBUSA N COXpPaHAET MUX. YOanuTb nx byaeT KparHe 3aTpyaHUTENbHO.
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Cobnropan CBOK BUPTYarbHY YeCTb CMOMoAy.
UrHopupyn eqnHnyHbIN HeraTne. OgHOpasoBble OCKOpBUTenbHble COOBLLEHNSA
nyywe urHopuposatb. OBbIYHO arpeccus npekpaLLaeTcs Ha HayanbHOW CTaauu.
7. BbaH arpeccopa . B nporpammax o6meHa MrHOBEHHbIMW COOBLLIEHUSIMN,

B CoUManbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNpaBKu COOBLLEHMI

C onpepferieHHbIX aapecos.
8. Ecnn 1ol cBMaeTenb KMbepoynnuHra . TBou SENCTBUS: BbICTYNUTb NPOTUB
npecnegoBatens, nokasatb emy, YTO ero JeNCTBUS OLEHNBAKOTCA HEraTMBHO,
noagepXartb XepTBY, KOTOPOM HYXXHa NCUXOSIOrM4yeckasi mMoMOLLb, COOBLLNTL
B3POCIbIM O (hakTe arpeCcC1BHOrO NoBeAEHUS B CETU.
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MOBUWJIbHBIN TEJIE®OH

CoBpeMeHHble cMapTdOHbI U NaHWeTbl cogepxat B cebe BnomnHe B3pocnbii yHKLMOHAn,
N Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLUOHapHbIMU KoMnbloTepamu. OgHako, cpeacts
3aWmnThl 4Nns Nogo6HbIX YCTPOMCTB NOKa 04eHb Marno. TecTupoBaHMe U NOUCK YA3BUMOCTEMN
B HMX MPOUCXOAMUT He TaKk MHTEHCUBHO, Kak Ans MK, To xxe camoe kacaeTca 1 MOBUNbHbIX
NPUNOXKEHNNA.

CoBpeMeHHble MOGUIbHBbIE Gpay3epbl yXKe NPaKTUYeCKU JOrHanM HacToNbHbIE aHanoru, OAHaKo
paclumpeHmne yHKLMOHana BrieyveT 3a cobo GONbLUYH CMOXHOCTb M MEHbLUYHO
3aLULLEHHOCTD.

[laneko He Bce Npou3BOAUTENN BbiNycKaloT OOHOBMEHWS, 3aKpbIBatoOLLME KPUTUYECKUE
YSI3BUMOCTW [ANs1 CBOUX YCTPOWCTB.

OcHoBHbIe coBeThbl Anga 6e3onacHOCTM MOBUIbHOro TenedoHa:

1. Hwuero He sBnsieTca no-Hactoswemy 6ecnnatHbiM. Byab ocTOpOXeH , Beab
korga Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To
nnaTHble YCRyru.

2. Oywman, npexae yem otnpaButb SMS, ¢ooTO Mnm BMaeo. Thbl TOYHO 3HaELb, rae
OHU ByAyT B KOHEYHOM UTore?

3. Heobxoanmo o6HOBNATH onepauMoHHYK CUCTEMY TBOEro CMapTdoHa.

4. Vcnonb3yn aHTUBUPYCHbIE NporpaMmmbl Ang MOOUIbHbIX TenedOHOoB.

5. He 3arpyxan npunoxeHusi oT HEU3BECTHOIro UCTOYHUKA , BEOb OHN MOTYT
coaepxaTb BpeooHOCHOe NporpaMmHoe obecneveHme.

6. [locrne Toro Kak Tbl Bblifellb C canuTa, rge BBOAUN NUYHYO MHOpMauuio, 3angm
B HacTponkn bpaysepa nyganm cookies .

7. Tleproanyeckn NnpoBepsan , kKakme nnaTHble YCyrn aKTUBMPOBaHbI HA TBOEM
HoMepe.

8. [asawn cBon HoMep MOBUIbHOrO TenedoHa TONMbLKO NAAM, KOTOPbIX
Thbl 3HaelWb 1 KOMY AOBEPSELb.

9. Bluetooth gonxeH ObITb BbIKITKOYEH , KOr4a Thl UM HE MOMb3YyeLUbCs.

He 3abbiBan nHoraa npoBepsaTh 3TO.

ONLINE UI'PBI

CoBpeMeHHble OHNaMH-Urpbl — 3TO KpacoYHble, 3aXBaTbIBaOLLME Pa3BIEYEHMS,
06beanHsIoLLIMe COTHU ThICAY YeroBeK No BCeMy MUPY. MIrpoku nccnenytoT AaHHbIA UM MUp,
obLuatoTcsa Apyr ¢ ApYrom, BbINOMHSAOT 3a4aHuUs!, CpaXKatoTCsi C MOHCTPaMM U MomyyatoT onbIT.
3a ya0BOMbLCTBME OHM NNATAT: NOKYNakT AMCK, onnadmBatoT aboHeMeHT unun npuobpeTatoT
KaKue-TO OnLuu.



Bce aTu cpeacTBa nayT Ha nogaepkaHve 1 pasBuMTUE UMpbl, @ Takke Ha camy 6e3onacHoCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMM, BbINMyCKaOTCS HOBbIE NaTyyM (LMpoBbIEe 3annaTku
AN nporpamm), 3aKpbiBalTCs YSA3BUMOCTU CEPBEPOB.

B nogoGHbIX Urpax cTouT onacaTbCsl HE CTONbKO CBOMX COMEPHUKOB, CKOJbKO KpaXkn TBOErO
naporns, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aLum GONbLUMHCTBA Urp.

OcHoBHbIe coBEThLI N0 6E30NacHOCTN TBOEro MrpoBOro akkayHTta:

1. Ecnwu gpyron nrpok Beget cebsa nnoxo nnm cosgaet tebe

HEeNpUATHOCTW, 3aBNMOKUPYM €ro B CNINCKE UrPOKOB;

Moxanynca agMUHUCTpaTOpaM Urpbl Ha NIIOXoe NoBefeHne 3TOro Urpoka,
XenaTternbHO NPUNOXUTL KakMe-To JoKa3aTeNnbCTBa B BUAE CKPUHOB,

He ykasbiBan nu4yHyro nHdopmauuio B npodanine urpbl;

YBaxkan Apyrnx y4acTHUKOB MO UrpE;

He yctaHaBnuBan HeodmLmanbHble natin u Moapl;

Vicnonb3yn crioXxHble U pa3Hble Naposu ;

[axke BO Bpems Urpbl HE CTOUT OTKMNOYATh aHTUBMUPYC . [1oka Tbl Urpaellb, TBOM
KOMMbIOTEP MOrYyT 3apasunThb.
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OUINMHT NN KPAYKA JINMYHBIX JAHHDBIX

OO6bIYHOW KpaXKel AeHer U JOKYMEHTOB CEroAHs Y>Ke HUKOrO He YAMBMLLb, HO C pa3BUTUEM
MHTEPHET-TEXHOMOMMIN 3NOYMbILLNEHHVKM NEPEMECTUNNCL B UHTEPHET, 1 NPOAOIKAIOT
3aHMMAaTbCS «IOBUMbIMY 1eTOM.

Tak nosiBMnacb HoBas yrpo3a: MHTEPHET-MOLLEHHUYECTBA NN OULLIKHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOMyYeHUU KOHUAEHLMaNbHbIX AaHHbIX NoNb3oBaTenen — forMHoB

n napornen. Ha anrnunckom asbike phishing yMtaetca kak puwmHr (ot fishing — pbibHas nosns,
password — naponb).

OcHoBHbIe coBeThbl N0 6opbbe ¢ PULLNHIOM:

1. Cnepau 3a cBOMM akkayHTOM . Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKkeTa bbina
B3/IOMaHa, To Heob6xoaMmo 3abnokMpoBaTh €€ N COOOLLNTL aaMUHUCTPaTOpaMm
pecypca 06 3TOM Kak MOXHO CKOpee.

2. Wcnonbsyn 6e3onacHble Be6-canThbl , B TOM YUCIE, MHTEPHET-MarasnHoB
1 MOWUCKOBBLIX CUCTEM.

3. Wcnonb3yn cnoxHbie u pa3Hble naponu . Takum obpasom, ecnu 1ebsi B3nomator,
TO 3I0YMbILUNEHHMKN NOMyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOCUIIIO B CETH,
a He KO BCEM.

4. Ecnu 1ebs B3nomanu , To Heo6xoanMo NpeaynpeanTb BCEX CBOMX 3HAKOMBbIX,
koTopble AobaBneHbl y Tebsi B Apy3bsiX, O TOM, YTO TebA B3noManu U, BO3MOXHO,
OT TBOEro umeHn GyaeT paccbinaTbCs cnam M CCbIfKN Ha (PULLMHIOBbLIE CanThbI.

5. YcTtaHoBM HapgexHbIn naponb (PIN) Ha MOBUNbHbIN TeNegoH.
6. OTKnroumM coxpaHeHue napons B 6paysepe.
7. He oTkpbiBan cpannbl 1 Apyrne BROXeHUs B NMCbMax, Aaxe eCnun OHW NPULLINIn
OT TBOMX Apy3en. Jlydlie yTO4YHN y HUX, OTNpaBnsanv nu oHn Tebe atun annel.
LIUOPOBAS PEITYTAITUA

LincdpoBas penytaumns — 9TO HeEratMBHasi Ny NO3UTMBHAsS MHpopmMaums B ceTun o Tebe.
KomnpomeTupyroLas nHopmMaumsi pasMeLLeHHasi B MHTEPHETE MOXET Cepbe3HbIM 06pa3om
OTpPasnTbCS Ha TBOEW pearbHOM Xn3Hu. «LindpoBas penytaumsi» — 3TO TBON UMUK, KOTOPbIN
dopmupyeTcsa 13 nHopmauum o Tebe B MHTEPHETE.



TBOE MECTO XMTeNnbCTBa, y4ebbl, TBOE PMHAHCOBOE NOSOXEHE, 0COBEHHOCTY XapakTepa
1 pacckasbl 0 6rIM3KMX — BCe 3TO HaKannmBaeTcs B CETU.

MHorne NnoapoCTKM NErKOMbICIIEHHO OTHOCATCA K NyGnuKauum NM4YHon nHdopmamm

B VIHTepHeTe, He NOHUMasi BO3MOXHbIX NOCeACTBUI. Thl JaXe HE CMOXeLlb JoragaTbCs O TOM,
yTO dhoTorpacdums, pasmeLleHHast 5 neT Hasaa, ctana NPUUYNHOM OTKasa NpPUHATL Tebs

Ha paboTy.

KommeHTapuu, pasmeLleHne TBoux dotorpaduin 1 gpyrue AENCTBUS MOTYT HE UCYE3HYTb AaXke
nocre Toro, Kak Tbl UX yaanuilb. Thl HE 3HaeLlb, KTO COXpaHUn 3Ty MHdopMaLuio, nonana nu
OHa B MOMCKOBbIE CUCTEMbI M COXpPaHMMach N OHa, a rmaBHOE: YTO NogyMatoT o Tebe
OKpy>KatoLLiee Noau, KoTopble HanayT 1 yBUAST 3T0. HanTv nHdopmaumio MHOro neT cnycTs
CMOXET NtoboN — Kkak n3 fobpbIX NOBYXAEHWI, TaK U C HAMEPEeHNeM NPUYNHUTL Bped. JTo
MOXET ObITb KTO YrOAHO.

OcHOBHbIe COBETbI N0 3aLMTe LUMPOBOIA penyTaumu:

1. Momymam , npexage 4Yem 4Yto-To NyGrMkoBaTb 1 NepedasBaTth y cebs B 6nore unm
B COLMAribHOW CeTH.

2. B HacTpoukax npodunsa yCTaHOBU OrpaHUYEHns Ha MPOCMOTP TBOEro npodouns
N ero COAepXnMmMoro, caenamn eroTonbKo «ans gpysem» .

3. He pasmeluain n He ykasblBa UHGOPMaLMIO, KOTopasi MOXET KOro-
nnMBo oCcKOpPONATL U obmxaTb.

ABTOPCKOE ITPABO

CoBpeMeHHbIe LUKONbHWKM — aKTUBHbIe Nonb3oBaTteny LudpoBoro npoctpaHctea. OgHako
[laneko He BCe 3HatoT, YTO Mofb30BaHNe MHOMVMM BO3MOXHOCTSIMU LiMdbpoBoro mupa tpebyet
cob6ntofieHns Npae Ha UHTENNeKTyanbHyt0 COGCTBEHHOCTb.

TepMUH «MHTennekTyanbHas cO6CTBEHHOCTbY OTHOCUTCS K pasnMyHbIM TBOPEHUAM
4YenoBeYeCcKoro yma, HaumHas ¢ HOBbIX M3006peTeHu 1 3HaKkoB, 0603HavaoLWwmx CO6CTBEHHOCTb
Ha NPOAYKTbI U YCyru, U 3aKkaH4YmMBas KHUramu, dotorpadmsamm, KuHounbmMamm

N My3blKanbHbIMW MPON3BEAEHUSMM.

ABTOpCKME NpaBa — 3TO NpaBa Ha MHTeNNeKTyanbHy0 COBCTBEHHOCTb Ha NPOU3BEeAEHUSA
HayKu, nuTepaTypbl U UCKYCCTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTUmM TOro, 4Tto
WHTENNEKTYyanbHbIN/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy cnpaBeanueble
BO3MOXHOCTM 3apaboTaTtb Ha pe3yrnbTaTtax CBOEero Tpyaa, nonyyntb U3BECTHOCTb U NPU3HAHKE.
HukTo 6e3 pa3pelueHnsa aBTopa He MOXET BOCNPOM3BOANTL €ro NponsBeaeHune,
pacnpocTpaHsaTb, NyGrNMYHO 4EMOHCTPMPOBAaTL, NPoAaBaTh, UMNOPTUPOBATbL, MyCcKaTb B NpokKar,
NyGANYHO MCMNOMHATE, NOKa3biBaTb/UCNONHATL B achmpe nnu pasmewatb B IHTepHeTE.

Vicnonb3oBaHune «NUpaTCcKoro» nporpamMmHOro obecneyeHuss MOXeT npmnBecTn K MHOIrMmM
puckam: OT NOoTEPU AaHHbLIX K TBOUM aKKayHTam O 6J'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, roe
yCTaHOBﬂeHHbIVI He neranbHaa nporpamMmma. He ctouT Takke 3abbiBaTtb, 4TO cyLiecTtByeT
neranbHble 1 6ecnnaTtHble nporpamMmmbl, KOTOpbl€ MOXHO HanTu B CETMW.

O ITIOPTAJIE #CETEBUYOK

CeTeBUYOK.pd — TBOM rMaBHbIN COBETYUK B CETU. 34eCb Tbl MOXELLb y3HaTb 0 6e30onacHoCTU
B CETU NMOHATHBLIM U JOCTYMHLIM S3bIKOM, @ NMPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaLnn
06paTnTbCs 3a COBETOM. A TakkKe MPUHATL y4acTue B KOHKYpCax U CTaTb CaMblM LUPOBbLIM
rpaxgaHuHom!
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