MHOOPMALIMOHHAA NAMATKA
ONA OBYYAIOLLUXCA ANA PASMELLEHUA
HA O®ULUNANbHbIX MHTEPHET-PECYPCAX

C KaskAblM rofilOM MOJIOZEXNM B UHTEPHETE CTaHOBUTLCA 6O0sblie, @ WKOAbHUKA OAHU U3 CaMbIX
aKTUBHbIX MoAb3oBaTeneit PyHeta. Mexay Tem, MOMMMO OFPOMHOrO KO/IMYECTBA BO3MOMHOCTEN,
WHTEPHET HeceT 1 npobaemsbl. ITa NamATKa A0MKHA NOMoYb Tebe 6e30MacHO HaXoANUTHLCA B CETU.

KomnbloTepHble BUpYCbI

KoMnblOTEPHbIM BUPYC - 3TO PA3sHOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm, OTANYUTESIbHOM
0COBEHHOCTbIO KOTOPOM ABAAETCSA CNOCOBHOCTb K Pa3sMHOXKEHUI0. B fonoHEHME K 3TOMY, BUPYCbl MOTYT
noBpeauTb WA MOJIHOCTBIO YHUUTOXUTL BCe $aisibl U AaHHble, MOAKOHTPOJIbHbIE MONb30BaTENO, OT
MMEHM KOTOPOro 6bifa 3anyLleHa 3aparkeHHas NporpamMmma, a Takxke NnoBpeauTb UK arKe YHUUTOXKUTb
OMepaLMOHHYI0 CUCTEMY CO BceMu ¢dannamu B Lenom. B BonblUMHCTBE Cay4aeB pPacrnpoCTPaHATCA
BMPYCbl Yepe3 UHTEPHET.

MeToabl 3aWmTbI OT BPEAOHOCHbIX NpOorpamm:

1. MCHOﬂb3yVI coBpeEMEHHbIE onepalnoOHHbIE CUCTEMDI, UMEIOLLNE Cepbe3HbIl7I YPOBEHb 3alWunTbl OT
BPEAOHOCHbIX NPpOrpamm;

2. MMocTosHHO ycTaHaBavBalkk naytv  (uMdpoBble 3anniaTkM, KOTOpble aBTOMaTUYECKU
YCTaHaB/AMBAlOTCA C UeNblo A0paboTKM nporpammbl) M apyrve OBHOBNEHMSA CBOEW OnepauMoHHOMN
cuctembl. CKaumMBa MX TONbKO € 0ULMANLHOTO caliTa paspaboTtunka OC. Ecnn cywecTByeT perum
aBTOMATUYECKOTo 06HOB/IEHWSA, BKIOYM €rO;

3. PaboTaii Ha cBoEM KOMnNblOoTEPE NOA4 NpaBamMu Nosib3oBaTesiA, @ HE aAMUHUCTPATOPA. 37O He
no3BoanUT 6OJ'IbLLIVIHCTBy BPEOOHOCHbIX nNporpaMmm HUHCTAA/IMPOBATBCA HaA TBOEM MNepPCOHAa/IbHOM
KOMNbIOTEPE,

4. WNcnonb3y aHTUBMPYCHble MPOrpaMMHble MNPOAYKTbl M3BECTHbIX MpoU3BOAUTENEN, C
aBTOMAaTUYECKMM 0bHOBNEHNEM 6a3;

5. OrpaHuyb GpU3MYECKNA JOCTYN K KOMMNbIOTEPY ANA NOCTOPOHHUX NNLL;

6. Ncnonb3yi BHewWwHWEe HOCUTENN WHPOPMALUKM, TaKMe KaK ¢newka, AUCK uam dann u3
WHTEpPHETA, TO/IbKO M3 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTKpbiBalt KoMnbloTepHble $aiifibl, NONYYEHHblE U3 HEHAAEMHbIX UCTOYHMKOB. [ake Te
dalinbl, KOTopble NPUCNAN TBOW 3HAKOMbIN. Jlydlle YTOYHW Y HEro, OTNPaBAA M oH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepegayn AaHHbIX, HE TEXHONOMUSA, a BCero Nuib bpeHa, mapKa. Ewe B 1991
rogy HuagepnaHackaa KomnaHus 3apeructpuposana 6peng "WECA", yto 0603Hayano cnoBsocoyetaHue
"Wireless Fidelity", koTopblli nepeBoguTcs Kak "becnpoBoaHan TOYHOCTb".

[o Hawero BpemeHu aowna apyran abbpesnaTypa, KOTopan ABAAETCA TAKOM »Ke TexHonornen. 3to
abbpesnatypa "Wi-Fi". Takoe Ha3BaHMe 6bI710 4aHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW TEXHUKM
Hi-Fi, yTo B NnepeBoae 03Ha4YaeT "BbiCOKaA TOYHOCTL".

[a, 6ecnnaTHbIi WHTEpPHET-A4OCTYN B Kade, OTeNAx W asponopTax ABAAETCA OTANYHOW
BO3MOKHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe 3KCNepTbl cyMTaloT, YTo obweaoctynHble Wi-Fi ceTn He
ABNAOTCA 6e30NacHbIMM.



CoBeTbl No 6e3onacHocTM paboTbl B 0bweaocTynHbix cetax Wi-fi:

1. He nepegaBali cBotO NMYHYLO MHPOpMaLmio Yepes obleaoctynHble Wi-Fi cetn. PaboTasa B HUX,
enaTesibHO He BBOAMTb NAapO/IM A0CTYNa, IOFMHbI U KaKMe-To HOMepa;

2. WUcnonb3yih M OOHOBAAK aHTUBUPYCHblIe Mporpammbl M 6paHamayep. Tem cambim Tbl
obe3onacuib cebsa OT 3aKaykuM BUPYCa Ha TBOE YCTPOMCTBO;

3. MNpu ucnonbzosaHmm Wi-Fi otkatoum yHKumio "O6wmin goctyn K daitnam m npuHTepam'.
JaHHaa QyHKUMA 3aKpbiTa MO YMOJIMaHMIO, OAHAKO HEKOTOpble NOAb30BaTe/IM aKTUBUPYIOT ee Ans
yao6cTBa Mcnosib3oBaHUA B paboTte unu yyebe;

4. He ucnonb3yit nybamunbin WI-FI gns nepegayun AWYHbIX AaHHbLIX, Hanpumep A48 Bbixoda B
COLUMA/bHbIE CETU UNU B SNIEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKO 3almuLeHHoe coegmHenune yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
afpeca BBoan MmeHHo "https://";

6. B mobunbHom TenedoHe oTKatoun ¢yHKumto "MogkntoueHne kK Wi-Fi aBtomaTnueckun'. He
ZOMycKalt aBTOMaTMYeCKOro NoAK/AtoYEHMs YCTPOICTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble ceTM aKTMBHO BXOAAT B Hawy X»W3Hb, MHOrme nwan pa60Ta+0T N XUBYT TaM
NOCTOAHHO, a B Facebook YXe 3apernctpmposaH mmnnanapa 4enoBek, 4To ABNAETCA O,D,HOVI CeAbMOf/‘I BCex
XuTteneh nnaHeTtbl. MHOrMe nonb3oBaTenn He NMOHNMAIOT, 4TO MH(I)OpMaLI,VIﬂ, pasmeleHHaa MMn B
COLMANIbHbIX CETAX, MOXET 6bITb Haﬁ,qua M NCNoab3oBaHa Kem yrogHo, B TOm 4yucne He 0b6A3aTeNbHO C
6narnmm HamMmepeHnamm.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUMa/IbHbIX CETAX:

1. OrpaHnyb CNUCOK Apy3ei. Y Tebsa B ApPY3bAX He AO0MKHO 6biTb CAYYalHbIX U HE3HaKOMbIX
noaen;

2. 3awMwan CBOK YacCTHYIO XM3Hb. He yKasbiBali naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  APYTYI0  JIMYHYIO MHOOPMALMIO. 3/10YMbILNEHHUKM MOTYT WCNO/b30BaTh  Aaxe
MHPOPMALMIO O TOM, KaK Tbl U TBOW POAUTENIM NNAHMPYETE NMPOBECTU KaHUKYbI;

3. 3aWmuiai cBOIO penyTauumio - AePKM ee B YNCToTe U 3afaBai cebe Bonpoc: Xxoten 6bl Tbl, YTOBbI
Apyrve Mnonb3oBaTeNu BUAENW, YTO Tbl 3arpyxaewbs? lMoaymait, npexae 4em 4YTo-TO ONyHAMKOBATb,
HanucaTb 1 3arpy3uThb;

4, Ecnv Tbl TOBOPULWb C NOA4bMM, KOTOPbIX HE 3Haellb, HE MUCMNOAb3yh CBOE peanbHoe UMS U
APYryto IMYHY0 MHOOPMALMK: MMSA, MECTO KUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. U3berait pasmeweHua ¢oTtorpaduit B MHTepHeTe, rae Tbl M306parKeH Ha MECTHOCTM, No
KOTOPOI MOXKHO ONpPeaennTb TBOE MECTOMO/IOKEHWE;

6. Mpu peructpaummn B cou,maanoﬁ cetun HEO6XOAMMO MCNO/1b30BaTb CJ/I0OXKHbIE Napo/un,
cocroAumne ns 6yKB n Ll,VId)p M C KOIMYECTBOM 3HAKOB HEe MeHee §;

7. Ana COLLMaﬂbHOﬁ CeTn, NoYTbl N Apyrux canTos HeO6XO,EI,MMO MCNOJ1b30BaTb pPa3Hble NApPOaNn.
Torpa ecam Tebs B3/10MalOT, TO 3/10yMbILWINEHHNKN NOAyYdaT AOCTyNn TOZIbKO K OAHOMY MECTY, a HE BO BCe

cpasy.



ONEeKTPOHHbIE AeHbru

INEKTPOHHbIE IeHbIM - 3TO OYeHb YA0bBHbIN cnocob nnatexken, 0AHAKO CYLECTBYIOT MOLLEHHUKMN,
KOTOpbIe XOTAT NOYYUTb 3TU AEHbIN.

DNEeKTPOHHbIEe AEeHbMM MOABUAUCL COBCEM HEAABHO M WMMEHHO M3-3@ 3TOr0 BO MHOIMX
rocyaapcreax 40 CUX NOP He NMPOMNMCaHO NPO HUX B 3aKOHax.

B Poccum ke OHU OYHKLUMOHMPYIOT U O HUX YXKe MPOMMUCAHO B 3aKOHe, Fae UX pa3gensioT Ha
HECKO/IbKO BUAOB - aHOHUMHbIE M HE aHOHWMHbIEe. Pa3HULA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca MpoOBOAMTbL onepaumm 6e3 uaeHTUOMKaUMM NOMb30BaTeNs, @ B HEAHOHUMHbIX
naeHTMdMKaumMa nonb3osaTens ABAAETCA 06A3aTeNbHOMN.

TakKe cnepyeT pasnnMyaTth 3NEKTPOHHbIE GpUaTHbIe AeHbrU (PaBHbI FOCYAaPCTBEHHbBIM BaNlOTaM) U
3/IEKTPOHHbIE HepUaTHbIE AEHbIM (He PaBHbI FOCY4apPCTBEHHbIM BafOTaM).

OcHoBHble coBeTbl N0 6e30MnacHoi paboTe ¢ 3NEeKTPOHHbIMU AeHbraMu:

1. MpuBAXKM K c4eTy MOBUNbHbBIM TenedoH. ITO camblit yA06HbIN 1 BbICTPbLIM CNOCO6 BOCCTAHOBUTL
[octyn K cyety. MpuBA3aHHbLIA TenepoH NOMONKET, eciu 3abygelb CBOM MAATEXKHbIM Naposib WK
3alifielb Ha CaliT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocae nepexosa Ha yCUAeHHYo aBTopusaumto Tebe yxKe He
6yAeT yrpoXKaTb ONacHOCTb KPaku UM NepexsaTta NaaTeKHoro napons;

3. Bbibepy cnoxHbi naponb. [pecTynHMKam 6yaeT He MpoCcTo yradaTb C/AOMHbLIA Maposb.
HagerKHble naposuv - 3To Napon, KOTOpble COAEPKaT HE MeHee 8 3HaKOB W BK/OYAIOT B cebs CTPoYHble
M nponucHbie OyKBbl, LUPPbI M HECKO/NbKO CUMBOJIOB, TakKMe KaK 3HaK pfonnapa, ¢yHTa,
BOCKAMLLATE/IbHBIN 3HaK 1 T.N. Hanpumep, StROng!;;

4. He BBOAM CBOM /IMYHbIE AaHHbIE Ha CalTax, KOTOPbIM He AoBepAeLLb.
dNEeKTPOHHaA noyta

3I'IEKTpOHHaFI no4yTta - 3TO TEXHONONMA WU npenocraBnAaemble € yenyrm no nepecblisike wu
NONYYEHUKO 3NEKTPOHHDbIX COO6LLI,EHMI\;1, KOTOpble pacnpenenAaroTca B KOMI'IbI'OTEDHOﬁ cetn. O6blYHO
3!1€KTpOHHbIl7I NOYTOBbIMN AWUK BbIrNAONT chedyrownm 06pa30M: MMFI_I'IO!'IbBOBaTeI'Iﬂ@MMﬂ_ﬂ,OMEHa.
TakXe Kpome nepesayvymn NPOCTOro TeKCTa, UMeeTCA BO3MOXKHOCTb NepejasaTtb (baﬁﬂbl.

OcHoBHble coBeTbl Mo 6e3onacHoi paboTe ¢ 3/1eKTPOHHOW NOYTOM:

1. Hago Bbl6paTb NpaBW/bHbLIA MNOYTOBLIM cepBUC. B MHTepHeTe ecTb OrpomHbilii Bbl6oOp
6ecnnaTHbIX NOYTOBbIX CEPBUCOB, OAHAKO yylle A0BEPATb TEM, KOTO 3HAELLb U KTO NEPBbIN B PEUTUHTE;

2. He yKasblBaihi B /AMYHOM MoOYTE AMYHYIO MWHPopmauuio. Hanpumep, nydiwe BbI6GpaThb
"My3blKanbHbIM_dpaHat@" nnm "pok2013" BmecTo "Temall";

3. Ucnonb3yih ABYX3TanHyl aBTOPM3auMIO. ITO Koraa MOMMMO MapoAa HYXHO BBOAUTb KO,
npucblinaemoin no SMS;

4. Bbibepn CNOXKHbIM Naposb. [NA KaxKAOro MoyTOBOro sLLMKA AOJ/IKEH ObiTb CBOM HAZEXHbIN,
YCTOMYMBbIM K B3/TIOMY Napo/ib;

5. Ecnm ecTb BO3MOXKHOCTb HanmcaTb Camomy CBOW INYHbIN BOMpoc, MCI'IO}'Ib3y[;I 3TY BO3MOXHOCTb,

6. V|CI'IO}'Ib3yl7| HECKO/IbKO MOYTOBbIX ALWMNKOB. nepBblﬁ ana YyacTHOM nepennckn c agpecatamm,



KOTOPbIM Tbl AoBepAellb. ITO 3NEKTPOHHbIA aApec He Hafdo WCMNOo/b30BaTb MPW Perncrpaumm Ha
dopymax u canTax;

7. He otKkpbiBait dpainbl U gpyrue BAOKEHMA B MMCbMaX, AaXKe eC/IM OHW NPULWAN OT TBOUX ApY3eil.
Jlydiie yTOYHM Y HUX, OTNPABAAAN M OHU Tebe 3Tn daiinbl;

8. Mocne oKoHYaHMA PaboTbl Ha MOYTOBOM CEpBUCE Mepes 3aKPbITUEM BKNALKU C CAaWTOM He
3abyab HaxaTtb Ha "Bbintn".

KnbepbynnuHr nnm supryanbHoe usaesaTenbCcTBO

KnbepbynnuHr - npecnegoBaHuMe COOOLWEHMAMM, CcoAepKaAWMMM OCKOpbieHuA, arpeccuio,
3anyrvBaHme; XyJIMraHCTBO; CouManbHoe BOMKOTUPOBAHME C MOMOLLbIO PAa3/INYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KMbepbynanHrom:

1. He 6pocaiics B 60M4. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebsa BECTU U, €CIN HET TOFO, K KOMY
MOXHO 06paTuTbCs, TO BHayane YCMNoKouTbcA. Ecnm Tbl HayHewb OTBeYaTb OCKOpPHAeHMAMM Ha
OCKOpP6/1IeHUSA, TO TO/IbKO eLle H6o/blie Pa3oXKKeLlWwb KOHGNKT;

2. Ynpasnsau csoel KubeppenyTtaumnei;

3. AHOHUMHOCTb B CeTM MHMUMaA. CYLLI,ECTBVIOT cnocobbl BbIACHUTb, KTO CTOUT 3@ dHOHUMHbIM
dKKAYHTOM;

4. He cTOMT BECTM XY/JIMTAHCKMI 06pa3s BUPTyasbHOM KU3HWU. WHTEpHET GUKCUMpyeT Bce TBOU
[AeNCTBUA N COXpaHAeT ux. YAanuTb Ux byaeT KpaiHe 3aTpyAHUTENbHO;

5. Cobntopaii CBOK BMPTYaIbHYIO YECTb CMOJIOAY;

6. WrHopupyih eauHuuHbIA HeratuB. OAHOPAa30Bble OCKOPOUTENbHblE COOOLLEHUA Aydlle
UrHopuposaTb. O6bIYHO arpeccus NPeKPaLLaeTcs Ha HayalbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM C006LLI,eHVIﬂMVI, B COUManbHbIX CeTAX
€CTb BO3SMOXHOCTb 6ﬂOKMpOBKM OoTnpaBKu COO6U.I,EHMﬁ conpegeneHHbIX agpecos,

8. Ecv Tbl cBuAaeTenb KnbepbynnuHra. TBou AeUCTBUA: BbICTYNUTb NPOTMB Npec/ienoBaTens,
NoKasaTb emy, YTO ero OeWCTBUA OLLeHWBAlOTCA HEraTMBHO, MOALEPKaTb KEPTBY, KOTOPOM HYy)KHa
NCMX00rMYECKan NOMOLLb, COOBLINTL B3POC/IbIM O GpaKTe arpeccMBHOMO NOBEAEHUA B CETU.

Mo6unbHblit TenepoH

CoBpemeHHble cMapTdOHbI M MAAHWETbI codep:KaT B cebe BNOAHE B3POC/bIA PYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTALMOHAPHbIMKU KoMNbloTepamu. OgHaAKo, CPeAcTB 3aluThl ann
NoAo6HbIX YCTPOMCTB NOKa o4YeHb Maso. TecTMpoBaHME M MOUCK YA3BMMOCTEN B HUX MPOMCXOAUT He TaK
WMHTEHCUBHO, KaK A MK, To ke camoe KacaeTcs U MOBUAbHBIX NPUNONKEHWN.

COBpeMEHHbIe MObUNbHbIE 6pay3epb| y>Xe NMPaKTU4eCKN AO0rHa/M HACTOJIbHblE aHAN0rn, ogHaKo
pacwumnpeHune (I)yHKLl,MOHaﬂa B/leYeT 3a coboit 6OJ'IbLUYIO C/IOXKHOCTb U MEHbLLWYIO 3alUNLLEHHOCTD.

[daneko He Bce MPOM3BOAMTENM BbIMYCKalOT OBHOBAEHMA, 3aKpblBalOWME KPUTUYECKUE
YA3BMMOCTM 1A CBOUX YCTPOWCTB.

OcHOBHble coBeTbl ANA 6e3onacHOCTN MOBUIBHOTO Te/'IECbOHaI

Huyero He ABnAeTca no-HacToAlemy 6ecnnaTHbIM. byab ocTopoXKeH, Begb Korga Tebe



npepgnaratoT 6ecnaaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKME-TO NAaTHbIEe YCAYTy;

Oymait, npexae yem otnpasutb SMS, ¢oto nam Buaeo. Tbl TOYHO 3HaAElWb, FAe OHM byayT B
KOHEYHOM uTore?

HeobxoamMmo 06HOBAATL ONEPaLUOHHYO CUCTEMY TBOETO CMapTPOHa;
Mcnonb3yii aHTUBMPYCHbIE MPOrpamMmmbl 418 MOBUIbHBIX TelepOHOB;

He 3arpyxall npuAOXeHWs OT HEeU3BECTHOTO MWCTOYHMKA, Bedb OHW MOFYT COAep)KaTb
BpeAoHOCHOe NporpammHoe obecrnevyeHue;

Mocne TOro Kak Tbl BbliAELWb C CaiTa, r4e BBOAWA /IMYHYIO MHOOPMALMIO, 3aAN B HACTPOMKM
6paysepa n yganum cookies;

Mepuoamnyeckn NpoBepaAit, Kakue NaaTHble YCIyrM akTMBMPOBaHbI Ha TBOEM HOMEPE;

[asain cBo Homep MobunbHOro TenedoHa TONbKO MOAAM, KOTOPbIX Tbl 3HaelWb WM KOMy
AoBepAaeLlb;

Bluetooth ponKeH ObiTb BbIK/AOYEH, KOrAa Tbl MM He nosb3yewbcAa. He 3abbiBait MHOrga
npoBepATb 3TO.

Online urpbl

CoBpemeHHble OHMAaNH-UrPbl - 3TO KPACOYHble, 3aXBaTbiBaloLWMe pasB/ievyeHns, obbeanHsaowme
COTHM TbICAY YEIOBEK NO BCEMY MUPY. UTPOKM MUcCneaytoT AaHHbIM UM MUP, 0BLATCA APYT C 4PYTOM,
BbIMO/IHAKOT 334aHWUA, CPaXKalTCA C MOHCTPAMKM M MOJy4atoT OMbIT. 3a YAOBONLCTBME OHM NAATAT:
NMOKYNaoT AMCK, ONIaYNBaOT abOHEMEHT UM MPUOBPETAIOT KaKMe-To OMNUUM.

Bce atTn cpeacTBa MAayT Ha noagepraHue U pasBUTME WIPbl, @ TaKKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALLMM, BbIMYCKAIOTCA HOBble NaTtyM (UMdpoBble 3annaTkM Ans
nporpammy), 3aKpbiBarOTCA YA3BUMOCTU CEPBEPOB.

B FIO,CI,O6HbIX nrpax CTout onacatbCA HE CTOJIbKO CBOUX CONEPHUKOB, CKOJZIbKO KpaxXn TBOEro
naponaAa, Ha KOTOPOM OCHOBAHa CMCTeéMa aBTOpU3aUnn 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOETO UrpoBOro akkayHTa:

1. Echn apyroii Urpok BedeT ceba NAoXo WAM co3gaeT Tebe HenpPUATHOCTK, 3abNOKMpPYI ero B
CMUCKE UTPOKOB;

2. |_|O)Kal'ly17ICﬂ AOMUHUCTPATOPAM WUrpbl Ha NJIOXO0E noBedeHUE 3TOro Urpoka, »enatesibHo
NPUNOXNUTb KaKMe-TO A0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKasbiBan NYHYO MHPOpMaLMIo B npodaiine urpbl;
4. YBaall opyrmx y4aCTHMKOB MO UTpPE;

5. He ycTaHaBavBai HeoduUManbHble MAaTYn U MOAbI;

6. Mcnonib3yii COXKHbIE U PasHble Naponu;

7. Oaxe BO Bpems Wrpbl He CTOWUT OTKAOYaTb aHTMBUPYC. [oKa Tbl Urpaellb, TBOW KOMMblOTEP
MOryT 3apasuTb.



POULLKHT UNKn KpaXa INYHbIX AadHHbIX

OObIYHOM KpaxKel AeHer U AO0KYMEHTOB CEroAHA Yy»Ke HWKOro He yAuBULIb, HO C Pa3BUTUEM
MHTEPHET-TEXHO/IOTUI 3/I0YMbILWIEHHUKM NEePEMECTU/INCb B UHTEPHET, M MPOAO/IXKAOT 3aHMMaTbCA
"nobumbim" genom.

TaK noAsBunacb HoBasA yrpo3sa: MHTepHeT-moLleHHn4ecTBa Uan d)l/ILLIVIHF, rnaBHaAa uUesb KOTOporo
COCTOMT B TMOJIlyYEHUN KOHOUAEHLMANbHBLIX AAHHbIX MO/Mb30BaTeneil - JIOTMHOB M naponei. Ha
aHramiickom asbike phishing untaerca Kak ouwmHr (ot fishing - pbibHan nosns, password - Naposb).

OcHoBHble coBeTbl No 6opbbe ¢ puwmnHrom:

1. Cneaw 3a cBOMM akKayHTOM. Eciin Tbl nmogo3peBaellb, YTO TBOA aHKeTa Oblia B3/IOMaHa, TO
HeobxoaMmo 3ab10KMPOBaATb ee U COOBLUTb aAMUHUCTPATOPaAM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Ucnonb3yi 6e3onacHble Be6-caiTbl, B TOM YNC/E, UHTEPHET-MArasuHOB M MOMCKOBbLIX CUCTEM;

3. Wcnonb3yit cnoxHble M pasHble naposau. Takum obpasom, ecam Teba B3fOMaOT, TO
3/10YMbILWAEHHWUKWN NOAYYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOPUII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3210mManaun, TO HEO6XOAMMO npegynpeantb BCEX CBOUX 3HAKOMbIX, KOTOpPbie
A06aBl'IeHbI Yy Tebs B Apy3bAx, O TOM, 4YTO Tebs B31OManu 1, BO3MOXHO, OT TBOE€ro MMmeHu 6YLI,eT
paccblzIaTbCA CMam U CCblIJIKU Ha d)MLIJMHI'OBbIe CaﬁTbI,'

5. YcTaHoBUM HageHbI naposb (PIN) Ha MOBbUAbHBIN Tenedon;
6. OTKNOUYM coxpaHeHUWe napons B bpaysepe;

7. He oTKpbiBali Gaitnibl M apyrue BAOKEHMUA B MUCbMaX, AAXKEe €CN OHU NPULLAN OT TBOUX 4,PY3eN.
Jlyywe yTOYHM Y HUX, OTNPABASAN 1N OHW Tebe 3Tu daiibl.

Uundposas penyraums

UndpoBana penytauma - 3TO HeraTMBHas MW MO3UTUBHAA WHPopmauus B ceTm o Tebe.
KomnpomeTupytowan WHPoOpMaums, pasmelleHHas B WMHTepHeTe, MOXeT cepbe3HbiM obpasom
OTpa3suUTbCA Ha TBOEM peanbHOW XKU3HU. "Uudposaa penytaums" - 3TO0 TBOM MMMUANK, KOTOPbIA
bopmupyeTca U3 MHPopmauun o Tebe B UHTEPHETE.

TBOE MeCTO UTeNbCTBa, yLI66bI, TBOE d)MHaHCOBOE nonoxeHue, ocobeHHoCTH XapaKTtepa "
PaccKkasbl O 6/1M3KMX - BCe 3TO HaKan/MBaeTca B CETU.

MHorve noApoCTKM NErKOMBICNIEHHO OTHOCATCA K Ny6AMKauuMuM AndHoOW WHPopmauumn B
NHTepHeTe, He MOHMMAn BO3MOMKHbIX MOCNEACTBUI. Tbl AaKe He CMOXKEelWb A0rafatbCa O TOM, YTO
doTorpadumn, pasmelleHHana 5 1eT Hasag, cTana NPUYMHOM OTKasa NPUHATL TebA Ha paboTy.

KommeHTapum, pasmelieHme TBoux ¢oTtorpaduii U apyrme AeWCTBUA MOTYT HE MCYE3HYTb OaxKe
nocsne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaEWb, KTO COXPaHuA 3Ty MHbOPMaUMIo, Nonana An OHa B
NOWCKOBbIE CUCTEMbI M COXPaHWAACb /IM OHA, a IMaBHOE: YTO MOAYMAOT O Tebe OKpyrKalolme g,
KOTopble HanAayT 1 yBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO NET CNYCTA CMOKET Ntobol - KaKk 13 go6pbIx
nobyKaeHWi, TaK U C HAMEPEHMEM MPUYMHUTL Bpea,. ITO MOXKET BbiTb KTO YrogHo.

OCHOBHbIe COBETbI MO 3aLmTe UMdPOBOI penyTaumu:

1. Moaymali, npexae Yyem 4yto-To NybAMKoBaTb M NepenasaTtb y ceba B 610re MaM B coumanbHomM
ceTu;



2. B HacTpoikax npo¢umasa ycTaHOBM OFpPaHUYEHMA Ha MPOCMOTP TBOEro npoduna u ero
COAEPKMMOro, caenan ero Tonbko "ans apysen”;

3. He pasmewan u He yKasbiBalh MHPOPMALMIO, KOTOPaAa MOXKET KOoro-ambo ockopbsiaTb mau
obuxartb.

ABTOpCKOE npaso

CoBpemeHHbIe LWKOJIbHWKW - aKTUBHbIE NMoJib30BaTe M LMdPOBOro NpocTpaHcTea. OAHAKO Aaneko
He BCe 3HaloT, YTO MO/b30BaHWE MHOMMMU BO3MOMKHOCTAMWU LUUPPOBOro mupa TpebyeT cobatogeHun
npas Ha MHTENNIEKTYasIbHYIO0 COBCTBEHHOCTb.

TepmuH "MHTeNNeKTyanbHasa cO6CTBEHHOCTb" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM Ye/10BEYECKOTO
YMa, HauMHasA ¢ HOBbIX 306peTeHNI N 3HaKoB, 0603HaYatoLWMX COBCTBEHHOCTb HA NPOAYKTbI U YCAYTU, U
3aKaH4YMBaA KHUramum, d)omrpad)mmv\m, KVIHOd)VII'IbMaMVI M MY3blKa/ZIbHbIMU NpOU3BeAEHNAMU.

ABTOpCKME MpaBa - 3TO MpPaBa Ha WHTENNEKTYaNbHY0 COBCTBEHHOCTb Ha MPOWU3BEAEHUA HaYKM,
MTepaTypbl M UCKyccTBA. ABTOPCKME MNpaBa BbICTYNalOT B KayecTBe rapaHTMM TOro, YTO
WHTENNEKTYa/IbHbIA/TBOPYECKMIA TpyA aBTopa He 6yAeT HanpacHbiM, AacT emy cnpasBegnuBeble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/abTaTax CBOEro TpyAa, NONYYUTb U3BECTHOCTb M NMpu3HaHMe. HUKTO
6e3 paspelleHns aBTOpa He MOKET BOCMPOU3BOAUTL €ro NpousBedeHWe, PacnpocTpaHATb, Ny6AMYHO
[EeMOHCTpUpoBaTb, MNpPoOAaBaTb, WMMOPTUPOBATb, MyCcKaTb B MNPOKAT, MybAMYHO  WMCMONHATL,
MOKa3blBaTb/UCNOMHATL B 3pUpe UM pasmeLaTtb B MHTepHeTe.

Ucnonb3oBaHue "I'WlpaTCKOI'O" nporpammHoro obecneyeHUs MOXKeET npuBeCT K MHOTMM PUCKaM:
OT noTepu QAOaHHbIX K TBOMM aKKayHTam A0 6ﬂOKMpOBKM TBOEro yCTpOﬁCTBa, roe ycCraHoOBJ/IEHA
HeneraabHaAa nporpamma. He cTouT Takxe 3a6bIBaTb, YTO CyLWEeCTBYKOT ANerajabHblie U b6ecnnaTHble
nporpammeol, KOTOpPble MOXXHO HaWTK B CETMU.

O noprane
CeTeBMYOK.pd - TBOM FNaBHbI COBETYMK B CETU. 34eCh Thl MOMKELLb Y3HATb 0 He30nacHOCTU B CETU

NOHATHbIM U AOO0CTYNMHbIM A3bIKOM, a NPU BO3HUKHOBEHUU KpMTMHECKOﬁ cntyaumun O6paTVITbCF| 3a
coBeToM. A TaKKe NMPUHATDb y4aCTne B KOHKYPCax U CTaTb CaMbIiM Ll,Md)pOBbIM I'pa)Kﬂ,aHVIHOM!



